IN THE CLAIMS: 



Please amend the Claims as follows: 



1 . (original) An electrical power management architecture comprising: 
at least one intelligent electronic device ("IED") coupled with a portion of an 

0" 5 electrical power system and further coupled with an internal network; 

a firewall, the firewall operative to securely couple an external network with 
the internal network; an\ 

a network interface operative to couple the IED with the internal network and 
facilitate a communications, initiated by the IED, of first power management data 
1 0 through the firewall from me internal network to the external network. 

2. (original) The electrical power management architecture of claim 1 , wherein the 
firewall is operative to selectively restrict selected protocols communicated between 
the external network and the internal network. 



3. (original) The electrical power management architecture of claim 1 , wherein the 
^J^5j|^ network interface is further operative to facilitate receipt of the first power 
management data from the external network. 

(original) The electrical power management architecture of claim 3 wherein the first 
power management data is received as at least one electronic mail message. 

5. (original) The electrical power management architecture of claim 3, wherein the first 
20 power management data is received as at least one instant message. 

6. (original) The electrical power management architecture of claim 3, wherein the IED 
is operative to process and implement ^ power management function in response to 
the first power management data. 

7. (original) The electrical power mana|efJient architecture of claim 6, wherein the first 
25 power management data comprises a power management command. 

8. (original) The electrical power management architecture of claim 1, wherein the first 
power management data is communicated las at least one electronic mail message. 



9. (original) The electrical power management architecture of claim 1 5 wherein the first 
if ^ power management data is communicated as at least one instant message. 

°^ 10. (original) The electrical power management architecture of claim 1 5 wherein the 
external network mrther comprises an external mail server, the IED being further 
5 adapted to retrieve second power management data from the external mail server. 

11. (original) The electrical power management architecture of claim 10, wherein the IED 
retrieves the second power management data using a POP3 protocol. 

12. (original) The electricalpower management architecture of claim 10, wherein the 
second power management data is retrieved as at least one electronic mail message. 

10 13. (original) The electrical power management architecture of claim 10, wherein the IED 
is capable of being configured to facilitate receipt of the power management data 
from the external mail server!. 

14. (original) The electrical power management architecture of claim 1, wherein the 
internal network is further coupled with an internal mail server, the IED adapted to 

1 5 retrieve the first power management data from the internal mail server. 

15. (original) The electrical power management architecture of claim 1, wherein the IED 
is an electrical energy meter. \ 



^4 



16. (original) The electrical power management architecture of claim 1, wherein the 
& ^ network interface is further coupled with a security module, the security module 
20 operative to prevent unauthorized access to the power management data. 

1 7. (original) The electrical power management architecture of claim 16, wherein the 
security module further comprises a second firewall. 

18. (original) The electrical power mai^frront architecture of claim 1 , further 
comprising a security module coupledVlm the network interface, the security module 

25 further comprising an encryption application operative to encrypt the first power 

management data prior to communication. 

19. (original) The electrical power management ^chitecture of claim 1, further 
comprising a security module coupled with the network interface, the security module 



operative to authenticate second power management data received from the external 
network. 



20. (original) The electrical power management architecture of claim 19, wherein the 
security module is operative to decrypt the second power management data received 

5 from the external network. 

21. (original) The electrical power management architecture of claim 1, the network 
interface using at least ope application, wherein the application comprises a SMTP 
client. 

22. (original) The electrical pcWer management architecture of claim 1, the network 
1 0 interface comprising at leas\ one application, wherein the application comprises an 

instant messaging protocol. 

23. (original) The electrical power management architecture of claim 1, the network 
interface comprising at least one application, wherein the application comprises a 
hypertext transport protocol ("HTTP'') tunneling application. 

1 5 24. (original) The electrical power management architecture of claim 1 , the network 

interface comprising at least one application, wherein the application communicates 



the power management data on a scheduled basis. 



°s>5. (original) The electrical power management architecture of claim 1, wherein the IED 
retrieves a timestamp from a time seper, the timestamp operative to timesync the 
20 IED. 

26. (original) The electrical power management architecture of claim 25, the network 
interface comprising at least one application operative to communicate the power 
management data on a scheduled basis, jpe scheduled basis being authenticated from 
the timestamp. 

25 27. (original) The electrical power management architecture of claim 1, the network 
interface comprising at least one applicat on operative to communicate the power 
management data on an event driven basj/s. 
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28. (original) The electrical power management architecture of claim 1 , wherein the first 
power management data comprises a power management command. 

29. (original) The electrical power management architecture of claim 1, wherein the first 
power management dat^is in extensible markup language ("XML") format. 

30. (original) The electrical pbwer management architecture of claim 1, wherein the first 
power management data is^n comma- separated value ("CSV") format. 

3 1 . (original) The electrical povtar management architecture of claim 1 , wherein the 
electrical power system comprises a load. 

32. (original) The electrical poweA management architecture of claim 1, wherein the 
electrical power system comprises a generator. 

33. (original) The electrical power ritanagement architecture of claim 1, wherein the 
internal network comprises an Ethernet network. 

34. (currently amended) An electrical bower management architecture comprising: 

at least one intelligent electronic device ("IED") coupled with a portion of an 
electrical power system and furthericoupled with an internal network; 

a firewall, the firewall operative to couple the internal network and an external 
network; 

a communications interface operative to facilitate communications of the IED 
with a transport box, the transport box! having a network interface and operative to 
facilitate communication of power management data through the firewall, and further 
wherein the network interface is operativeHo initiate communications of the power 
management data from the intema^h^fv^¥)rk to the external network via the firewall 
on behalf of the IED . 

35. (original) The electrical power management architecture of claim 34, wherein the 
firewall is adapted to restrict communications from the internal network to the 
external network. 



36. (original) The elfectrical power management architecture of claim 34, wherein the 
firewall is operative to restrict selected protocols between the external network and 
the internal network. 

37. (original) The electrical power management architecture of claim 34, wherein a 

5 security module is coupled with the network interface, the security module operative 

to prevent unauthorized access to the power management data. 

38. (original) The electrical frower management architecture of claim 34, wherein the 
network interface is furth&r operative to facilitate receipt of at least one power 
management command fro\n the external network. 

1 0 39. (original) The electrical po\&er management architecture of claim 34, wherein the IED 
transmits an electronic pulse to the transport box, the transport box converting the 
electronic pulse into power management data. 

(original) The electrical power management architecture of claim 39, wherein the 
transport box converts the power management data to XML format. 

(original) The electrical power management architecture of claim 34, wherein the 
communications comprises at leasu one electronic mail message. 

(original) The electrical power management architecture of claim 34, wherein the 
communications comprises at least one instant message. 

(original) The electrical power management architecture of claim 34, wherein the 
network interface is further coupled to a security module, the security module further 
comprises an encryption application operative to encrypt the power management data 
prior to transmission of the power management data. 

44. (original) The electrical power management architecture of claim 43, wherein the 
transport box is further operative to receivehan external electronic mail message from 
the external network, the IED further eperiatnre to communicate with the transport box 
and retrieve the external electronic mail mesjsage from the transport box. 

45. (original) The electrical power management Architecture of claim 34, wherein a 
second network interface is operative to couple the IED with the internal network. 
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46. (original) The electrical power management architecture of claim 34, wherein the 
communications comprises HTTP tunneling. 

47. (original) The electrical power management architecture of claim 34, wherein the IED 
is an energy meter. 

48. (original) The electrical poVer management architecture of claim 34, wherein the IED 
is an electro-mechanical wan-hour meter. 

49. (original) The electrical powen management architecture of claim 34, wherein the IED 
is a Remote Terminal Unit ("RTU"). 

50. (original) The electrical power management architecture of claim 34, wherein the 
firewall comprises a proxy serven 

5 1 . (original) An electrical power management architecture comprising: 

at least one intelligent electronic device ("IED") coupled with a portion of an 
electrical power system and further aoupled with an internal network; 

a firewall operative to couple an external network with the internal network; 
a mail server coupled with the internal network and operative to facilitate 
communications of electronic mail messages between the external network and the 
internal network; \ 



a network interface operative to couple the IED with the internal network and 
& ^ further operative to communicate with the mail server, the mail server being operative 
^-Op^ t0 commun icate through the firewall, andmirther wherein the mail server is operative 
to initiate communications of at least one of the electronic mail messages from the 
internal network to the external network. 

52. (original) The electrical power managemen^atr^itecture of claim 5 1 , wherein the 
mail server uses a POP3 protocol. 

53. (currently amended) An electrical poweHadoA^ement architecture for managing an 
electrical power distribution system comprising: 

a network; 

at least one intelligent electronic device\("IED") coupled with a portion of said 
electrical power distribution system and further coupled with said network, each of 



said at least oneylED operative to implement a power management function in 
conjunction wittusaid portion of said electrical power distribution system, said power 
management function operative to respond to at least one power management 
command and gene\ate power management data, each of said at least one IED 
5 comprising: 

a first network interface operative to couple said at least one IED with 
said network and facilitate transmission of said power management data and receipt 
of said at least one poweff management command over said network; 

a security module coupled with said first network interface and 
1 0 operative to prevent unauthorized access to said power management data; and 

a protocol stick, said protocol stack including an application layer 
comprising at least one application operative to punch through a firewall to facilitate 
said transmission of said power management data ; 
said architecture further comprising: 
15 a power management application coupled with said network and operative to 

receive and process said power management data from said at least one IED and 
generate said at least one power management command to said at least one IED to 
implement said power management function. 

^^"""^54. (currently amended) A method of\:ommunicating power management data in an 
20 electrical power management architecture between an internal network and an 

external network, the internal network being coupled with the external network by a 
firewall, the method comprising: \ 

(a) monitoring a portion of an electrical power distribution system with at 
least one intelligent electronic device^IEg"), the at least one IED further being 

25 coupled with the internal network* 

(b) generating power management data by the at least one IED 
corresponding to said monitoring; 

(c) initiating a first communications of the power management data by the 
at least one IED to a receiver, the receiver l\eing coupled with the external network; 

30 and 
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(d) facilitating the initiated first communications through the firewall to the 
external network for delWery to the receiver. 

(original) The method of Claim 54, further comprising: 

(e) receiving a second communications by the at least one IED from the 
external network through thei firewall. 

(original) The method of Claim 54, wherein the first communications comprises at 
least one electronic mail message. 

(original) The method of Claim\54, further comprising: 

(e) allowing communications using standard protocols between the internal 
and external networks by the firewall. 

(original) The method of Claim 54 further comprising: 

(e) restricting communications using standard protocols between the 
internal and external networks by the firewall. 

(original) A method of communicating power management data in an electrical power 
management architecture between an internal network and an external network, the 
internal network being coupled with the external network by a firewall through which 
communications between the internal network and external network must travel, the 
method comprising: 

(a) monitoring a portion of an electrical power distribution system with at 
least one intelligent electronic device ( JED"), the at least one IED further being 
coupled with the internal network; 1 

(b) generating power management data by the at least one IED 
corresponding to the monitoring; 

(c) initiating a first commurS^ttons of the power management data by the 
at least one IED to a receiver, the recfefttenbeing coupled with the external network; 

(d) configuring the internal network to allow the first communications to 
be transmitted to the external network via the firewall; and 



(e) transmitting the initiated first 



the external network for delivery to the receiver. 



communications through the firewall to 
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(original) The metnod of Claim 59, wherein (d) further includes configuring an 
electronic mail server coupled with the internal network to allow the at least one IED 
to send electronic mail to the external network using the electronic mail server, the 
electronic mail servenbeing operative to transmit electronic mail messages from the 
internal network to the\external network via the firewall. 

(original) The method of Claim 59, wherein (d) further includes configuring the 
firewall to allow the at ldast one IED to communicate with a communications server 
coupled with the externalmetwork. 

(original) The method of O^laim 61, wherein the communications server comprises an 
electronic mail server. 

(original) The method of Cl^jm 61, wherein the communications server comprises an 
XML server. 

(original) The method of Claii^ 59, wherein the first communications is formatted in a 
computer readable format. 

(original) The method of Claim &4, wherein the receiver comprises a data processing 
system operative to receive the fi^st communications and automatically process the 
power management data. 



(original) The method of Claim 5 
occurrence of an event monitors 



erein (c) is performed in response to an 
e power distribution system. 

(original) The method of Claim 59, ^herein (c) is performed according to a pre- 
defined sche dule maintained by th e arleast one IED. 
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(new) Ths electrical power management architecture of claim 1 , wherein the first 
power management data further comprises an HTTP format. 

(new) The electrical power management architecture of claim 1, wherein the first 
power management data further comprises an XML format. 

(new) The'eJecfrical power management architecture of claim 1, wherein the first 
power management data further comprises a SOAP format. 
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(new) The electrical power management architecture of claim 1 , wherein the first 
power management data further comprises an SSL format. 

(new) The electrical power management architecture of claim 1 , wherein the first 
power management data former comprises an NNTP format. 

(new) The electrical power management architecture of claim 1 , wherein the first 
power management data further comprises an FTP format. 

(new) The electrical power management architecture of claim 1 , wherein the first 
power management data further comprises a MIME format. 

(new) The electrical power management architecture of claim 1 , wherein the first 
power management data further comprises an S-HTTP format. 

(new) The electrical power management architecture of claim 3, wherein the first 
power management data further comprises an HTTP format. 

(new) The electrical power managenrent architecture of claim 3, wherein the first 
power management data further comprises an XML format. 

(new) The electrical power management architecture of claim 3, wherein the first 
power management data further comprises a SOAP format. 

(new) The electrical power management architecture of claim 10, wherein the IED 
retrieves the second power management kata using an IMAP protocol. 

(new) The electrical power management architecture of claim 1 , wherein the external 
network further comprises an external mail server, the IED being further adapted to 
send the first power management data to the external mail server. 

(new) The electrical power management architecture of claim 80, wherein the IED 
retrieves the second power management dat^isipg an POP3 protocol. 

(new) The electrical power management afehi&cture of claim 80, wherein the IED 
retrieves the second power management data using an IMAP protocol. 

(new) The electrical power management architecture of claim 1, further comprising a 
security module coupled with the network interface, the security module further 
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operative to proVide authentication of the first power management data prior to 
communication. 

84. (new) The electrical power management architecture of claim 1, wherein the internal 
network is further coupled with a security module, the security module operative to 
prevent unauthorized access to the power management data. 

(new) The electrical p©wer management architecture of claim 16, wherein the IED 
further comprises the security module. 

(new) The electrical powler management architecture of claim 25, wherein the 
timesync further comprises the NTP protocol. 

(new) The electrical power management architecture of claim 5 1 , wherein the mail 
server uses an IMAP protocol. 

(new) The electrical power management architecture of claim 51, wherein the at least 
one electronic mail messages i$ encrypted. 

89. (new) The electrical power management architecture of claim 5 1 , wherein the at least 
1 5 one electronic mail messages is pecrypted. 

90. (new) The electrical power management architecture of claim 5 1 , wherein the at least 
one electronic mail messages is authenticated. 

9 1 . (new) The electrical power management architecture of claim 5 1 , wherein the at least 
one electronic mail messages further comprises an SMTP format. 

(new) The electrical power management architecture of claim 51, wherein the at least 
one electronic mail messages furthe^pmprises an XML format. 

(new) The electrical power manag6$n^a(t architecture of claim 51, wherein the at least 
one electronic mail messages ftiftfe6L^\>rnprises a CSV format. 

94. (new) The electrical power managemeiijt architecture of claim 5 1 , wherein the at least 
25 one electronic mail messages further comprises a MIME format. 

95. (new) The electrical power managementlarchitecture of claim 5 1 , wherein the at least 
one electronic mail messages further comprises an IMAP format. 



^^r" 92. 
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(new) \he electrical power management architecture of claim 5 1 , wherein the at least 
one ejBbQtronic mail messages parameters conform to the requirements of the external 
mail server. 



